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Ta6nuua agpecauuu

LLnto3 no

YcTpowncTBo UHTepdenc IP-apgpec Macka nogceTu YyMOJT4aHUIO
dunman 1 G0N 192.168.1.1 255.255.255.0 HepocTtynHo

S0/0/0 (DCE) 10.1.1.1 255.255.255.252 HepocTtynHo
Central S0/0/0 10.1.1.2 255.255.255.252 HepocTtynHo

S0/0/1 (DCE) 10.2.2.2 255.255.255.252 HepoctynHo

LoO 209.165.200.225 | 255.255.255.224 HepocTtynHo
dunmnan 3 G0N 192.168.3.1 255.255.255.0 HepocTtynHo

S0/0/1 10.2.2.1 255.255.255.252 HepocTynHo
PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1
PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1

3apaum

YacTb 1. Ba3oBas HacTpoWka yCTPOUCTB
YacTtb 2. Hactpoika uikancynsuumn PPP
YacTtb 3. Hactpoika ayteHTudmkaumm CHAP PPP

UcxopHble gaHHble/cueHapumn

PPP — o4eHb pacnpoctpaHeHHbin npotokost WAN ypoBHa 2. PPP MOXHO ncnonb3oBaTth Anst NOAKMIOYEeHUs
13 nokansHom cetn K WAN-nposangepy v anst nogkntoveHns cermeHtoB LAN B pamkax kopnopaTuBHOM CETU.

B aToi nabopatopHon paboTe TpebyeTcsa HacTponTb MHKancynaumio PPP Ha BblgeneHHbIX
nocrefoBaTerbHbIX KaHanax Mexay MapLupyTM3aTtopaMmu hunmanos U LeHTpasnbHbIM MapLIPyTU3aTOPOM.
TpebyeTcsa HaCTpoUTb NPOTOKON ayTeHTUdMKauum no keutuposaHuio seidosa (CHAP) PPP Ha
nocregoBatenbHbIX kKaHanax PPP. Bbl Takke n3y4nte BNMsiHUE, OKa3blBAEMOE N3MEHEHUSIMU UHKANCYNSLUN
N ayTeHTUdMKALMN Ha COCTOSIHWE NOCNEenOBaTENbHOMO kKaHana.

MpumeyvaHune. B npaktnyeckux nabopatopHbix pabotax CCNA ncnonb3yoTcsa MmapLipyTnsaTopbl

¢ nuterpauuen cepsnco Cisco 1941 (ISR) nog ynpasneHmem OC Cisco 10S Bepcum 15.2(4) M3 (obpas
universalk9). B nabopatopHoi paboTe ncnonb3ytotca kommyTtaTtopbl Cisco Catalyst cepun 2960 nog
ynpaeneHnem OC Cisco I0S 15.0(2) (o6pa3 lanbasek9). [JonyckaeTcsa ncnonb3oBaHne KOMMYTaTOPOB

N MapLipyTU3aTopoB Apyrnx mogenen, nog ynpaenexdmem gpyrux sepcuit OC Cisco |0S. B 3aBucumMocTtm ot
moaenu yctpowncTtea n Bepcum Cisco |OS gocTynHble KOMaHAbl U BbIXOAHbIE JAaHHbIE MOMYT OTNNMYaTbCst OT
OaHHbIX, NONMYYEHHbIX MPY BbINONTHEHUN NabopaTopHbIX paboT. ToYHbIe MAeHTUdMKATOPbl MHTEPKENCOB
yKasaHbl B CBOAHOM Tabnuue NHTepcencoB MapLLpyTM3aTOPOB B KOHLE nabopaTopHon paboThl.

MpumeyvaHune. YbeguTech, YTO NpeabiayLime HacTPOMKN MapLUpyTU3aToOPOB 1 KOMMYTATOPOB yAaneHbl U OHU
He MMEIOT 3arpy304HbIX HacTpoek. Ecnn Bbl He yBEpEHbI B 3TOM, 06paTUTECh K MHCTPYKTOPY.

Heo6xoaumblie pecypchbi:

e 3 mapuwpytusaropa (Cisco 1941 nog ynpasnexHuem OC Cisco 10S 15.2(4) M3 (o6pas universal) nnu
aHanornyHasi Mmogens);

o 2 kommytartopa (Cisco 2960 nog ynpaenernmem OC Cisco I0S 15.0(2), (o6pa3 lanbasek9) nnm
aHanorn4yHas Mogenb);
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2 K (nog ynpaenennem OC Windows 7, Vista unim XP ¢ nporpammoin amynsaumm TepMmnHana, Hanpumep
Tera Term);

KOHCOrbHble kabenu ana HacTporku yctponcTs Cisco |OS yepes nopTbl KOHCOMK;

kabenu Ethernet u nocnegoeaTenbHble kKAbenn B COOTBETCTBUM C TOMOSIOrMEN.

YacTtb 1: Ba3oBasa HacTponKka yCTPOUCTB

B yactn 1 Bam npeacTont HaCTPOUTL TOMOSOMMI0 CETU U Ga3oBble MapaMeTpbl MapLIpyTM3aTopa, Hanpumep,
IP-agpeca nHTepdencoB, MapLUpyTU3aLnio, JOCTYN K yCTPONCTBAM 1 Naponu.

LWar 1:

MopkntounTe Kabenu B ceTm B COOTBETCTBMU C TOMNONOrmen.

MogkntounTe yCTpOIZCTBa, KaK Noka3aHo B TOMOMOrMn, U NoacoeanHNTe HeobxoamMmble kabenu.

LWar 2:

LWar 3:

a
b.
c.
d

o

Lar 4:

Lar 5:

BbInonHUTe MHMULMANM3aLMIo U Nepe3arpy3kKy MapLIpyTU3aTOPOB U KOMMYTaTOPOB.

MpousBeaute 6a3oBy0 HaCTPONKY MapLUPYTU3aTOPOB.

OTtkntounte nonck DNS.
HactpowTte nmsa yctponcrea.
3awmndpynte HesawmMpoBaHHbIE Naponu.

CospganTte baHHepHoe coobuieHne aHs (MOTD) ans npeaynpexaeHus nonb3oBaTernen o 3anpeTte
HecaHKLMOHMPOBAHHOrO AOCTyna.

HasHaubTe class B kayecTBe 3aMdpPOBaHHOIO NapPOoss AOCTYNa K MPUBUIIETMPOBaHHOMY PEXUMY.

HasHauybTe cisco B kauecTBe Naporns A51s KOHCONuU 1 BUpTyansHoro TepMmuHana VTY n aktusupymnte
YYETHYHO 3aNnChb.

HaCTpOIZTe BeAeHne XXypHarna COCTOAHNA KOHCOJIN Ha CVIHXpOHHbIVI pexnm.

MpumennTe IP-agpeca k uHTepdencam Serial n Gigabit Ethernet B cootBeTcTBUM C Tabnuuen agpecauun
N BKITIOUYUTE (PU3MNYECKNE NHTEPTENCHI.

HacTtpownTe TakToBYt0 YacToTy Ha 128000 ansi Bcex nocriegoBatenbHbix MHTepdencos DCE.

Ha mapLupyTtusatope «InasHbein» cos3gante Loopback 0 ans umutauum goctyna B UIHTepHeT
N HasHa4dbTe |IP-agpec cornacHo Tabnuue agpecauum.

HactponTte maplipytusauuio.

BkntounTe Ha MapLipyTusaTopax ucnosb3oBaHune npoTtokonia OSPF ans ogHoi o6nactu u ncnonb3ayinTe
B KayecTBe ugeHtudmkaropa npouecca 3HadeHue 1. [lobasbTe B npouecc OSPF Bce ceTy, 3a
nckrnrodeHmem 209.165.200.224/27.

Ha mapLupyTtunsartope «[naBHbIN» HAaCTPONUTE MapLUPYT NO YMOMYaHUIO K cumMynupyemomy UNHTepHeTy,
ncnonb3ysa Lo0 B kayecTBe BbIXOOHOIO MHTepdpenca, n nepepacnpegenute MmapLupyt B npouecc OSPF.

Ha Bcex mapuipyTmsaTopax BbinonHuTe komaHabl show ip route ospf, show ip ospf interface brief
n show ip ospf neighbor, 4To6LI NpoBepuThL NpaBunbLHOCTL HacTporikn OSPF. O6paTuTe BHMMaHMe Ha
NOEHTUGMKATOP KaXX40ro MapLupyTusaTopa.

HacTtponTe KoMnblOTEpPDI.

HactpowTte IP-agpeca 1 wnio3bl no ymon4yanuto Ha Bcex 1K B cooTBeTCTBUM € Tabnuvuen agpecaumu.
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LWar 6: [MpoBepbTe CBA3b MeXAY KOHEeYHbIMU YCTPOUCTBAMM.

Bce yCTpOIZCTBa OOJDKHbI YCNeLwHO BbINONMHATb 3X0-3anpoChbl KO BCeM OCTallbHbIM yCTpOIZCTBaM, YKa3aHHbIM
B Tononornn. Ecnm ato He Tak, BbIMNOMHANTE MNOUCK U yCTpaHeHne Henonaaok 1o A0 TeX nop, noka He yaacTtca

YCTaHOBUTb CKBO3HOE COeJMHEHUNE.

Mpumevanue. [ng yCI'IeLIJH017I nepena4mn axo-3arnpocoB MOXeT I'IOTpe6OBaTbCF| OTKIMKO4YeHne MexceTeBoro

aKpaHa.

War 7: CoxpaHuTe HaCTPOMKM.

YacTtb 2: Hactpownka nHkancynsauum PPP

War 1: OTtob6pa3uTe MHKaNCynsaUuIo, UCNONb3yEeMYIO B NocrnieaoBaTeribHOM UHTepdence no

yMon4aHuio.

Ha mappyTtusatopax BeinonHute komaHay show interfaces serial udeHnmugpukamop _uHmepcgbelica ans
OTODpaKEeHNST TEKYLLLEWN MHKAMCYMALUN, UCNONb3YEMON B NOCnefoBaTeNbHOM NHTepdence.

Branchl# show interfaces s0/0/0
Serial0/0/0 is up, line protocol is up
Hardware is WIC MBRD Serial
Internet address is 10.1.1.1/30
MTU 1500 bytes, BW 1544 Kbit/sec, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation HDLC, loopback not set
Keepalive set (10 sec)
Last input 00:00:02, output 00:00:05, output hang never

Last clearing of "show interface" counters never

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops:

Queueing strategy: fifo

Output queue: 0/40 (size/max)

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec
1003 packets input, 78348 bytes, 0 no buffer
Received 527 broadcasts (0 IP multicasts)
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored,
1090 packets output, 80262 bytes, 0 underruns
0 output errors, 0 collisions, 3 interface resets
0 unknown protocol drops
0 output buffer failures, 0 output buffers swapped out
2 carrier transitions

DCD=up DSR=up DTR=up RTS=up CTS=up

0

YKaxnte TUM MHKaNCynsaummn, UCNonb3yemMon B NnocrenoBaTefisHOM MHTepdence No ymondaHuio, ans

mapLupytusartopa Cisco.

War 2: WU3meHuTe nHkancynsauuio Ha PPP.

a. [nsa nameHeHuns nHkancynsumm HDLC Ha PPP Beeante komaHay encapsulation ppp Ha nHtepderice

S0/0/0 mapwpyTtusatopa «dvnman 1».
Branchl (config) # interface s0/0/0
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Branchl (config-if) # encapsulation ppp
Branchl (config-if) #

Jun 19 06:02:33.687: %$0OSPF-5-ADJCHG: Process 1, Nbr 209.165.200.225 on Serial0/0/0
from FULL to DOWN, Neighbor Down: Interface down or detached

Branchl (config-1if) #
Jun 19 06:02:35.687: $LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changed state to down

b. Beaute komaHgy Ang otobpaxkeHnsi COCTOSIHUSA KaHana u NpoTokona kaHana anst nirepdgenca S0/0/0
MapLipyTusaTtopa «Punuan 1». 3a40KyMeHTUPYINTE BbIMNOMHEHHYIO KOMaHAyY. YKaXunTe Tekyllee
cocTosiHne nHtepcdpenca S0/0/0.

c. [ns ncnpaBneHnst pasHOUTEHNI B HACTPOMKAaX UHKANCynsAumMm ansi nocnegoBaTenbHOro nHrepdenca
BeouTe KomaHay encapsulation ppp Ha nHtepderice S0/0/0 ansa mapLpyTtmsaTtopa Central.
Central (config)# interface s0/0/0
Central (config-if) # encapsulation ppp
Central (config-if) #

.Jun 19 06:03:41.186: $LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changed state to up

.Jun 19 06:03:41.274: %0OSPF-5-ADJCHG: Process 1, Nbr 192.168.1.1 on Serial0/0/0 from
LOADING to FULL, Loading Done

d. Yb6egutecb, 4To nHtepderic S0/0/0 kak Ha mapwpyTnsaTtope «Punman 1», Tak U Ha MapLUpyTu3aTope
«[naBHbIV» HAXOAMNTCA B aKTUBHOM COCTOSIHUM M HAacTPOEH C uHkancynsumen PPP.

Ykaxute coctosiHue npotokona PPP (LCP).

YkaxuTte, cornacoBaHue kakumx npotokornoB NCP 6biro BbIMNOMHEHO.

Branchl# show interfaces s0/0/0
Serial0/0/0 is up, line protocol is up
Hardware is WIC MBRD Serial
Internet address is 10.1.1.1/30
MTU 1500 bytes, BW 1544 Kbit/sec, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation PPP, LCP Open
Open: IPCP, CDPCP, loopback not set
Keepalive set (10 sec)
Last input 00:00:00, output 00:00:00, output hang never
Last clearing of "show interface" counters 00:03:58
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
77 packets input, 4636 bytes, 0 no buffer
Received 0 broadcasts (0 IP multicasts)
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort

117 packets output, 5800 bytes, 0 underruns
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0 output errors, 0 collisions, 8 interface resets

22 unknown protocol drops

0 output buffer failures, 0 output buffers swapped out
18 carrier transitions

DCD=up DSR=up DTR=up RTS=up CTS=up

Central# show interfaces s0/0/0
Serial0/0/0 is up, line protocol is up
Hardware is WIC MBRD Serial
Internet address is 10.1.1.2/30
MTU 1500 bytes, BW 1544 Kbit/sec, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation PPP, LCP Open
Open: IPCP, CDPCP, loopback not set
Keepalive set (10 sec)
Last input 00:00:02, output 00:00:03, output hang never
Last clearing of "show interface" counters 00:01:20
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
41 packets input, 2811 bytes, 0 no buffer
Received 0 broadcasts (0 IP multicasts)
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
40 packets output, 2739 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 unknown protocol drops
0 output buffer failures, 0 output buffers swapped out
0 carrier transitions

DCD=up DSR=up DTR=up RTS=up CTS=up

War 3: HamepeHHo pasopBuTe nocnenoBartesnibHoOe NoAKINw4YeHue.

a. BbinonHute KomaHabl debug ppp, 4T0ObI NOHabNAATL 3a BAMSHUEM U3MEHEHMS HAacTponku PPP Ha
mMapLupyTusatopbl «Punuan 1» n «maBHbINY.
Branchl# debug ppp negotiation
PPP protocol negotiation debugging is on
Branchl# debug ppp packet
PPP packet display debugging is on

Central# debug ppp negotiation

PPP protocol negotiation debugging is on
Central# debug ppp packet

PPP packet display debugging is on

b. HabniwoganTe 3a coobuieHuammn komaHabl debug PPP npu npoxoge Tpadmka no nocrnegosaternbHOMY
KaHany mexgy maplpytunsaropamu «dunman 1» n «lnaBHbIN».
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Branchl#

Jun 20 02:20:45.795: Se0/0/0 PPP: O pkt type 0x0021, datagramsize 84

Jun 20 02:20:49.639: Se0/0/0 PPP: I pkt type 0x0021, datagramsize 84 link[ip]

Jun 20 02:20:50.147: Se0/0/0 LCP-FS: I ECHOREQ [Open] id 45 len 12 magic 0x73885AF2
Jun 20 02:20:50.147: Se0/0/0 LCP-FS: O ECHOREP [Open] id 45 len 12 magic 0x8CE1lF65F
Jun 20 02:20:50.159: Se0/0/0 LCP: O ECHOREQ [Open] id 45 len 12 magic O0x8CE1F65F
Jun 20 02:20:50.159: Se0/0/0 LCP-FS: I ECHOREP [Open] id 45 len 12 magic 0x73885AF2
Jun 20 02:20:50.159: Se0/0/0 LCP-FS: Received id 45, sent id 45, line up

Central#

Jun 20 02:20:49.636: Se0/0/0 PPP: O pkt type 0x0021, datagramsize 84

Jun 20 02:20:50.148: Se0/0/0 LCP: O ECHOREQ [Open] id 45 len 12 magic 0x73885AF2
Jun 20 02:20:50.148: Se0/0/0 LCP-FS: I ECHOREP [Open] id 45 len 12 magic O0x8CELlF65F
Jun 20 02:20:50.148: Se0/0/0 LCP-FS: Received id 45, sent id 45, line up

Jun 20 02:20:50.160: Se0/0/0 LCP-FS: I ECHOREQ [Open] id 45 len 12 magic O0x8CE1lF65F
Jun 20 02:20:50.160: Se0/0/0 LCP-FS: O ECHOREP [Open] id 45 len 12 magic 0x73885AF2
Jun 20 02:20:55.552: Se0/0/0 PPP: I pkt type 0x0021, datagramsize 84 link[ip]

c. Pasopeute nocnegosatensHoe nogknoyeHme nytem BosepalleHmst HDLC B kayecTBe nHkancynsumm
ansi nocnegosartenbHoro nHrepgenca S0/0/0 mapwpyTtusdatopa «dunuman 1». 3anuwmnTe kKomaHgy,
NCNOMb30BaHHYK AN U3MEHeHUs nHkancynsaumm Ha HDLC.

d. HabniopganTte 3a coobeHnsmm komaHapl debug PPP Ha mappyTtnsaTtope «Punman 1».
MocnepoBaTtenbHoe NOAKMIOYEHNE 3aBEPLLEHO, M MPOTOKON NIMHUK CBA3U He pyHKUMOoHUpYeT. MapLupyT
k 10.1.1.2 («[MaBHbI») yaanéH n3 Tabnuubl MapLupyTu3auumn.

Jun 20 02:29:50.295: Se0/0/0 PPP DISC: Lower Layer disconnected

Jun 20 02:29:50.295: PPP: NET STOP send to AAA.

Jun 20 02:29:50.299: Se0/0/0 IPCP: Event[DOWN] State[Open to Starting]

Jun 20 02:29:50.299: Se0/0/0 IPCP: Event[CLOSE] State[Starting to Initial]
Jun 20 02:29:50.299: Se0/0/0 CDPCP: Event[DOWN] State[Open to Starting]

Jun 20 02:29:50.299: Se0/0/0 CDPCP: Event [CLOSE] State[Starting to Initial]
Jun 20 02:29:50.29

Branchl (config-if) #9: Se0/0/0 LCP: O TERMREQ [Open] id 7 len 4

Jun 20 02:29:50.299: Se0/0/0 LCP: Event[CLOSE] State[Open to Closing]

Jun 20 02:29:50.299: Se0/0/0 PPP: Phase is TERMINATING

Jun 20 02:29:50.299: Se0/0/0 Deleted neighbor route from AVL tree: topoid 0, address
10.1.1.2

Jun 20 02:29:50.299: Se0/0/0 IPCP: Remove route to 10.1.1.2

Jun 20 02:29:50.299: Se0/0/0 LCP: Event [DOWN] State[Closing to Initial]
Jun 20 02:29:50.299: Se0/0/0 PPP: Phase is DOWN

Branchl (config-if) #

Jun 20 02:30:17.083: $LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changed state to down

Jun 20 02:30:17.083: $0OSPF-5-ADJCHG: Process 1, Nbr 209.165.200.225 on Serial0/0/0
from FULL to DOWN, Neighbor Down: Interface down or detached

e. HabniopanTte 3a coobwennsimm komanasl debug PPP Ha maplipytmnsaTtope «lnaeHbiny . MapwpyTtusartop
«[naBHbIV» NPOAOIHKAET NOMbLITKA YCTAHOBUTL MOAKIOYEHNE K MapLupyTmu3aTopy «dunuan 1», kak BugaHo
n3 coobLueHnn komanapl debug. Ecnu nHtepdencbl He MOryT yCTaHOBUTL MOAKIOYEHNE, UHTepenchl
CHOBa npekpatiatT padoty. Kpome Toro, OSPF He MoxeT chopmmpoBaTh OTHOLLEHUSA CMEXHOCTU C
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cocegHUM C HUM yCTpOVICTBOM BCrneacTteme HeCoOoTBETCTBUA NMHKANCynAaUuun ana nocnenoBaTteribHOro

KaHana.

Jun 20
Jun 20
Jun 20
Jun 20
Jun 20
Jun 20
Jun 20
Jun 20
Jun 20
Jun 20
Jun 20

Jun 20
10.1.1.

Jun 20
Jun 20

02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:

02:
1

02:
02:

29:
29:
29:
29:
29:
29:
29:
29:
29:
29:
29:
29:

29:
29:

50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.
50.

50.
50.

296:
296:
296:
296:
296:
296:
296:
296:
296:
296:
296:
296:

296:
296:

Se0/0/0 PPP: Sending cstate DOWN notification

Se0/0/0 PPP: Processing CstateDown message

Se0/0/0 PPP DISC: Lower Layer disconnected

PPP: NET STOP send to AAA.

Se0/0/0 IPCP: Event[DOWN] State[Open to Starting]
Se0/0/0 IPCP: Event[CLOSE] State[Starting to Initial]
Se0/0/0 CDPCP: Event[DOWN] State[Open to Starting]
Se0/0/0 CDPCP: Event[CLOSE] State[Starting to Initial]
Se0/0/0 LCP: O TERMREQ [Open] id 2 len 4

Se0/0/0 LCP: Event[CLOSE] State[Open to Closing]
Se0/0/0 PPP: Phase is TERMINATING

Se0/0/0 Deleted neighbor route from AVL tree: topoid 0, address

Se0/0/0 IPCP: Remove route to 10.1.1.1
%$0OSPF-5-ADJCHG: Process 1, Nbr 192.168.1.1 on Serial0/0/0 from

FULL to DOWN, Neighbor Down: Interface down or detached
Jun 20 02:29:50.296:
Jun 20 02:29:50.296:
Jun 20 02:29:52.296:

changed
.Jun 20
.Jun 20
.Jun 20
.Jun 20
.Jun 20
.Jun 20
.Jun 20
.Jun 20
.Jun 20
.Jun 20
.Jun 20
.Jun 20
.Jun 20
.Jun 20
.Jun 20
.Jun 20
<JlaHHEIE
.Jun 20
.Jun 20
.Jun 20
.Jun 20
.Jun 20
.Jun 20
.Jun 20
.Jun 20
.Jun 20
.Jun 20

st

02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:

ate

29:
29:
29:
29:
29:
29:
29:
29:
29:
29:
29:
29:
29:
29:
29:
29:

to

OIylEHE>

02:
02:
02:
02:
02:
02:
02:
02:
02:
02:

30:
30:
30:
30:
30:
30:
30:
30:
30:
30:

12

14

52.
52.
52.
52.
52.
52.
52.
52.
52.
52.
52.
54.
54.
54.
56.
56.

10.
10.
10.
12.
12.

12.
12.

14.

down
296:
296:
296:
296:
296:
296:
296:
296:
296:
296:
296:
308:
308:
308:
080:
080:

436:
436:
436:
452
452
452
452:
452
.452:
452

Se0/0/0 LCP: Event[DOWN] State[Closing to Initial]
Se0/0/0 PPP: Phase is DOWN
$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,

Se0/0/0 PPP: Sending cstate UP notification

Se0/0/0 PPP: Processing CstateUp message

PPP: Alloc Context [29F9F32C]

ppp3 PPP: Phase is ESTABLISHING

Se0/0/0 PPP: Using default call direction

Se0/0/0 PPP: Treating connection as a dedicated line
Se0/0/0 PPP: Session handle[60000003] Session 1d[3]
Se0/0/0 LCP: Event[OPEN] State[Initial to Starting]
Se0/0/0 LCP: O CONFREQ [Starting] id 1 len 10

Se0/0/0 LCP: MagicNumber 0x7397843B (0x05067397843B)
Se0/0/0 LCP:Event[UP] State[Starting to REQsent]
Se0/0/0 LCP: O CONFREQ [REQsent] id 2 len 10

Se0/0/0 LCP: MagicNumber 0x7397843B (0x05067397843B)
Se0/0/0 LCP: Event[Timeout+] State[REQsent to REQsent]
Se0/0/0 PPP: I pkt type 0x008F, datagramsize 24 link[illegal]
Se0/0/0 UNKNOWN (0x008F) : Non-NCP packet, discarding

Se0/0/0 LCP: O CONFREQ [REQsent] id 10 len 10

Se0/0/0 LCP: MagicNumber 0x7397843B (0x05067397843B)
Se0/0/0 LCP: Event|[Timeout+] State[REQsent to REQsent]
Se0/0/0 PPP DISC: LCP failed to negotiate

PPP: NET STOP send to AAA.

Se0/0/0 LCP: Event[Timeout-] State[REQsent to Stopped]
Se0/0/0 LCP: Event[DOWN] State[Stopped to Starting]
Se0/0/0 PPP: Phase is DOWN

PPP: Alloc Context [29F9F32C]

ppp4 PPP: Phase is ESTABLISHING

© Kopnopauusi Cisco n/unu eé noyepHue komnanum, 2014. Bece npaBa 3awmiieHsbI.

B naHHOM fokymeHTe copepxuTces obuieaoctynHas nHpopmaums koprnopauum Cisco.

Ctpanuvua 8 u3 18



Na6opatopHas pabora. HacTtpoika 6azoBoro PPP c ayteHTUcdnKaumen

.Jun 20 02:30:14.452: Se0/0/0 PPP: Using default call direction

.Jun 20 02:30:14.452: Se0/0/0 PPP: Treating connection as a dedicated line
.Jun 20 02:30:14.452: Se0/0/0 PPP: Session handle[6E000004] Session id[4]
.Jun 20 02:30:14.452: Se0/0/0 LCP: Event[OPEN] State[Initial to Starting]
.Jun 20 02:30:14.452: Se0/0/0 LCP: O CONFREQ [Starting] id 1 len 10

.Jun 20 02:30:14.452: Se0/0/0 LCP: MagicNumber 0x7397DADA (0x05067397DADA)
.Jun 20 02:30:14.452: Se0/0/0 LCP: Event[UP] State[Starting to REQsent]

.Jun 20 02:30:16.080: Se0/0/0 PPP: I pkt type 0x008F, datagramsize 24 link[illegall]
.Jun 20 02:30:16.080: Se0/0/0 UNKNOWN (0x008F) : Non-NCP packet, discarding
<JIaHHBIE OIlYyUEHB>

.Jun 20 02:30:32.580: Se0/0/0 LCP: O CONFREQ [REQsent] id 10 len 10

.Jun 20 02:30:32.580: Se0/0/0 LCP: MagicNumber 0x7397DADA (0x05067397DADA)
.Jun 20 02:30:32.580: Se0/0/0 LCP: Event[Timeout+] State[REQsent to REQsent]
.Jun 20 02:30:34.596: Se0/0/0 PPP DISC: LCP failed to negotiate

.Jun 20 02:30:34.596: PPP: NET STOP send to AAA.

.Jun 20 02:30:34.596: Se0/0/0 LCP: Event[Timeout-] State[REQsent to Stopped]
.Jun 20 02:30:34.596: Se0/0/0 LCP: Event [DOWN] State[Stopped to Starting]
.Jun 20 02:30:34.596: Se0/0/0 PPP: Phase is DOWN

.Jun 20 02:30:36.080: Se0/0/0 PPP: I pkt type 0x008F, discarded, PPP not running
.Jun 20 02:30:36.596: PPP: Alloc Context [29F9F32C]

.Jun 20 02:30:36.596: ppp5 PPP: Phase is ESTABLISHING

.Jun 20 02:30:36.596: Se0/0/0 PPP: Using default call direction

.Jun 20 02:30:36.596: Se0/0/0 PPP: Treating connection as a dedicated line
.Jun 20 02:30:36.596: Se0/0/0 PPP: Session handle[34000005] Session 1id[5]
.Jun 20 02:30:36.596: Se0/0/0 LCP: Event[OPEN] State[Initial to Starting]

UTo npoucxoguT B criydae, ecnm Ha O4HOM KOHLIE Nocrie4oBaTeNbHOrO KaHana ncrnonb3yeTcs
nHkancynsaumsa PPP, a Ha apyrom — HDLC?

f. BseauTte komaHgy encapsulation ppp Ha nHtepderice S0/0/0 mapwpyTtusaTtopa «dunman 1», 4tobbl
NcnpaBnTb HECOOTBETCTBYHOLLYO MHKAMNCYNALMIO.

Branchl (config) # interface s0/0/0
Branchl (config-if) # encapsulation ppp

g. Habniogante 3a coobLieHnsamn komaHapl debug PPP ot mapwpytnsatopa «®unuvan 1» npu ycTaHOBKe
NOAKMYEeHNa Mexay MapLupyTtusatopamm «dunvan 1» u «naeHbIA».
Branchl (config-if) #

Jun 20 03:01:57.399: $0SPF-5-ADJCHG: Process 1, Nbr 209.165.200.225 on Serial0/0/0
from FULL to DOWN, Neighbor Down: Interface down or detached

Jun 20 03:01:59.399: SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changed state to down

Jun 20 03:01:59.399: Se0/0/0 PPP: Sending cstate UP notification

Jun 20 03:01:59.399: Se0/0/0 PPP: Processing CstateUp message

Jun 20 03:01:59.399: PPP: Alloc Context [30F8D4FO0]

Jun 20 03:01:59.399: ppp9 PPP: Phase is ESTABLISHING

Jun 20 03:01:59.399: Se0/0/0 PPP: Using default call direction

Jun 20 03:01:59.399: Se0/0/0 PPP: Treating connection as a dedicated line
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Jun 20 03:01:59.399: Se0/0/0 PPP: Session handle[BA000009] Session 1d[9]

Jun 20 03:01:59.399: Se0/0/0 LCP: Event[OPEN] State[Initial to Starting]

Jun 20 03:01:59.399: Se0/0/0 LCP: O CONFREQ [Starting] id 1 len 10

Jun 20 03:01:59.399: Se0/0/0 LCP: MagicNumber Ox8DOEAC44 (0x05068DOEAC44)
Jun 20 03:01:59.399: Se0/0/0 LCP: Event[UP] State[Starting to REQsent]

Jun 20 03:01:59.407: Se0/0/0 PPP: I pkt type 0xC021, datagramsize 14 link[ppp]
Jun 20 03:01:59.407: Se0/0/0 LCP: I CONFREQ [REQsent] id 1 len 10

Jun 20 03:01:59.407: Se0/0/0 LCP: MagicNumber 0x73B4F1AF (0x050673B4F1AF)
Jun 20 03:01:59.407: Se0/0/0 LCP: O CONFACK [REQsent] id 1 len 10
Jun 20 03:01:59.407: Se0/0/0 LCP: MagicNumber Ox73B4F1AF (0x050673B4F1AF)

Jun 20 03:01:59.407: Se0/0/0 LCP: Event[Receive ConfReg+] State[REQsent to ACKsent]
Jun 20 03:01:59.407: Se0/0/0 PPP: I pkt type 0xC021, datagramsize 14 link[ppp]

Jun 20 03:01:59.407: Se0/0/0 LCP: I CONFACK [ACKsent] id 1 len 10

Jun 20 03:01:59.407: Se0/0/0 LCP: MagicNumber Ox8DOEAC44 (0x05068DOEAC44)

Jun 20 03:01:59.407: Se0/0/0 LCP: Event[Receive ConfAck] State[ACKsent to Open]

Jun 20 03:01:59.439: Se0/0/0 PPP: Phase is FORWARDING, Attempting Forward

Jun 20 03:01:59.439: Se0/0/0 LCP: State is Open

Jun 20 03:01:59.439: Se0/0/0 PPP: Phase is ESTABLISHING, Finish LCP

Jun 20 03:01:59.439: $SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,
changed state to up

Jun 20 03:01:59.439: Se0/0/0 PPP: Outbound cdp packet dropped, line protocol not up
Jun 20 03:01:59.439: Se0/0/0 PPP: Phase is UP

Jun 20 03:01:59.439: Se0/0/0 IPCP: Protocol configured, start CP. state[Initial]
Jun 20 03:01:59.439: Se0/0/0 IPCP: Event[OPEN] State[Initial to Starting]

Jun 20 03:01:59.439: Se0/0/0 IPCP: O CONFREQ [Starting] id 1 len 10

Jun 20 03:01:59.439: Se0/0/0 IPCP: Address 10.1.1.1 (0x03060A010101)

Jun 20 03:01:59.439: Se0/0/0 IPCP: Event[UP] State[Starting to REQsent]

Jun 20 03:01:59.439: Se0/0/0 CDPCP: Protocol configured, start CP. state[Initial]
<JIaHHBIE OIlYyUEHB>

Jun 20 03:01:59.471: Se0/0/0 Added to neighbor route AVL tree: topoid 0, address
10.1.1.2

Jun 20 03:01:59.471: Se0/0/0 IPCP: Install route to 10.1.1.2
Jun 20 03:01:59.471: Se0/0/0 PPP:
Jun 20 03:01:59.479: Se0/0/0 PPP:
Jun 20 03:01:59.479: Se0/0/0 PPP:
Jun 20 03:01:59.483: Se0/0/0 PPP:

O pkt type 0x0021, datagramsize 80
I
O
I
Jun 20 03:01:59.483: Se0/0/0 PPP: O pkt type 0x0021, datagramsize 68
I
O
I

pkt type 0x0021, datagramsize 80 link[ip]
pkt type 0x0021, datagramsize 84
pkt type 0x0021, datagramsize 84 link[ip]

Jun 20 03:01:59.491: Se0/0/0 PPP:
Jun 20 03:01:59.491: Se0/0/0 PPP:
Jun 20 03:01:59.511: Se0/0/0 PPP:

Jun 20 03:01:59.511: %0OSPF-5-ADJCHG:Process 1, Nbr 209.165.200.225 on Serial0/0/0 from
LOADING to FULL, Loading Done

Jun 20 03:01:59.511: Se0/0/0 PPP: O pkt type 0x0021, datagramsize 68
Jun 20 03:01:59.519: Se0/0/0 PPP: I pkt type 0x0021, datagramsize 60 link[ip]

pkt type 0x0021, datagramsize 68 link[ip]
pkt type 0x0021, datagramsize 148
pkt type 0x0021, datagramsize 148 link[ip]

h. HabnioganTe 3a coobLieHnammn komanabl debug PPP oT mappyTtmsatopa «[MaBHbIi» NpU yCTaHOBKE
NOAKIYEHNSa Mexay MaplupyTudatopamm «dunman 1» n «naeHbIA».
Jun 20 03:01:59.393: Se0/0/0 PPP: I pkt type 0xC021, datagramsize 14 link[ppp]
Jun 20 03:01:59.393: Se0/0/0 LCP: I CONFREQ [Open] id 1 len 10
Jun 20 03:01:59.393: Se0/0/0 LCP: MagicNumber Ox8DOEAC44 (0x05068DOEAC44)
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Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

Jun

changed state to down

20
20
20
20
20
20
20
20
20

03:
03:
03:
03:
03:
03:
03:
03:
03:

01:
01:
01:
01:
01:
01:
01:
01:
01:

59.
59.
59.
59.
59.
59.
59.
59.
59,

393:
393:
393:
393:
393:
393:
393:
393:
393:

Jun 20 03:01:59.393:

.Jun

.Jun

10.1.

.Jun

.Jun
FULL

.Jun
.Jun
.Jun
.Jun
<IaH
.Jun
.Jun
.Jun
.Jun
.Jun
.Jun
.Jun
.Jun
.Jun

Jun

changed

.Jun
.Jun
.Jun
.Jun
.Jun
.Jun
.Jun
.Jun
.Jun
.Jun
.Jun
<IaH
.Jun

.Jun
10.1

.Jun

.Jun

20

20
1.

20

20
to

20
20
20
20
HbIE
20
20
20
20
20
20
20
20
20
20

20
20
20
20
20
20
20
20
20
20
20
HbIE
20

20
1.

03:
03:

1

03:
03:

DOWN,

03:
03:
03:
03:

01:

01:
01:

01:
01:
01:
01:

59

59
59

01:59.393:
.393:

.393:
- 3938

Se0/0/0 PPP DISC: PPP Renegotiating
PPP: NET STOP send to AAA.

Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0

Se0/0/0
Se0/0/0

Se0/0/0 Deleted neighbor route from AVL tree:

Se0/0/0

%$OSPF-5-ADJCHG: Process 1,

Neighbor Down:
PPP: Alloc Context [29F9F32C]
ppp38 PPP: Ph

OIylEHE>

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

st

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

ate

01:
01:
01:
01:
01:
01:
01:
01:
01:
01:

01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:

to

OIylEeHE>

03

03
1

:01
:01

20 03:01
20 03:01

:59
:59

:59
:59

59.
59.
59.
59.

59.
59.
59.
59.
59.
59.
59.
59.
59.
59,

59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.

up

.465:
.465:

.465:
.465:

397:
397:
397:
397:

401:
401:
433:
433:
433:
433:
433:
433:
433:
433:

433:
433:
433:
433:
433:
433:
433:
433:
433:
433:
433:

Se0/0/0
Se0/0/0

Se0/0/0
5e0/0/0
Se0/0/0
Se0/0/0
5e0/0/0
Se0/0/0
Se0/0/0
5e0/0/0
Se0/0/0

5e0/0/0
S5e0/0/0
5e0/0/0
5e0/0/0
5e0/0/0
5e0/0/0
5e0/0/0
5e0/0/0
Se0/0/0
5e0/0/0
5e0/0/0

Se0/0/0
Se0/0/0

Se0/0/0
Se0/0/0

LCP: E
IPCP:
IPCP:
CDPCP:
CDPCP:
LCP: E

vent [LCP Reneg] State[Open to Open]
Event [DOWN] State[Open to Starting]

Event [CLOSE] State[Starting to Initial]

Event [DOWN] State[Open to Starting]
Event [CLOSE] State[Starting to Initial]
vent [DOWN] State[Open to Starting]
$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,

PPP: Outbound cdp packet dropped, NCP not negotiated

IPIPIRg

IPCP:

Interf

PPP:
PPP:

LCP:
LCP:
PPP:
LCP:
PPP:
PPP:
PPP:
PPP:
PPP:

PPP:

PRPg

IPCP:
IPCP:
IPCP:
IPCP:
IPCP:

CDPCP:
CDPCP:
CDPCP:
CDPCP:

IPCP:
Added

IPCP:
PPP:

Phase is DOWN

Remove route to 10.1.1.1

ace down or detached

ase is ESTABLISHING

Using default call direction

Treating connection as a dedicated line

topoid 0, address

Nbr 192.168.1.1 on Serial0/0/0 from

MagicNumber 0x73B4F1AF (0x050673B4F1AF)
Event [Receive ConfAck] State[ACKsent to Open]
Phase is FORWARDING, Attempting Forward

State is Open

I pkt type 0x8021, datagramsize 14 link[ip]

Queue IPCP code[l] id[1]

I pkt type 0x8207, datagramsize 8 link[cdp]

Discarded CDPCP code[1l] id[1]

Phase is ESTABLISHING, Finish LCP
$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0,

Outbound cdp packet dropped,
Phase is UP

Protocol configured, start CP.
Event [OPEN] State[Initial to Starting]

line protocol not up

O CONFREQ [Starting] id 1 len 10
Address 10.1.1.2 (0x03060A010102)

Event [UP] State[Starting to

Protocol configured, start

State is Open

to neighbor route AVL tree:

Install route to 10.1.1.1

REQsent]

state[Initial]

CP. state[Initial]

topoid 0,

O pkt type 0x0021, datagramsize 80
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.Jun
.Jun
.Jun
.Jun
.Jun
.Jun
.Jun
.Jun
.Jun
.Jun
.Jun
LOAD
.Jun
.Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

Jun

20
20
20
20
20
20
20
20
20
20

20
ING

20

20
20
20
20
20
20
20
20
20
20
20

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

to

03

03
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:

FULL,
:01:59.561:
:01:59.5609:

02:
02:
02:
02:
02:
02:
02:
02:
02:
02:

01.
01.
01.
01.
01.
01.
01.
02.
02.
03.

59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59,

465:
469:
477:
477
481:
489:
493:
505:
505:
517:
517:

445:
445:
445:
445:
449:
561:
569:
017:
897:
561:

5e0/0/0
Se0/0/0
Se0/0/0
5e0/0/0
Se0/0/0
Se0/0/0
5e0/0/0
Se0/0/0
Se0/0/0
5e0/0/0

%$OSPF-5-ADJCHG:
Loading Done

5e0/0/0

5e0/0/0
Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0
Se0/0/0

PPP:
PPP:
PPP:
PPP:
PPP:
PPP:
PPP:
PPP:
PPP:
PPP:

PPP:
PPP:
PPP:

I
0
I
0]
I
I
0]
I
0
I

pkt
pkt
pkt
pkt
pkt
pkt
pkt
pkt
pkt
pkt

Pr

type
type
type
type
type
type
type
type
type
type
ocess

O pkt type

I pkt type

0x0021, datagramsize
0x0021, datagramsize
0x0021, datagramsize
0x0021, datagramsize
0x0021, datagramsize
0x0021, datagramsize
0x0021, datagramsize
0x0021, datagramsize
0x0021, datagramsize
0x0021, datagramsize

80 link[ip]
84

84 link[ip]
68

68 link([ip]
148 link[ip]
148

68 link([ip]
60

88 link[ip]

1, Nbr 192.168.1.1 on Serial0/0/0 from

0x0021, datagramsize
0x0021, datagramsize

I pkt type 0x8207, datagramsize

CDPCP:
CDPCP:
CDPCP:
CDPCP:

PPP:
PPP:
PPP:
PPP:
PPP:

0
I
0
I

O

I CONFREQ [ACKrcvd] id 2 len 4
O CONFACK [ACKrcvd] id 2 len 4

Event [Receive ConfReqg+]

Stat
pkt
pkt
pkt
pkt
pkt

e is
type
type
type
type
type

Open

0x0021, datagramsize
0x0021, datagramsize
0x0021, datagramsize
0x0021, datagramsize
0x0021, datagramsize

80
80 link[ip]
8 link[cdp]

State[ACKrcvd to Open]

80

80 link[ip]
68

112 link[ip]
80

OcHoBblBasicb Ha coobLeHnn komaHabl debug, ykaxuTe, Yepes kakme atanbl npoxoant PPP, ecnn
OPpYron KoHeL, NnocregoBaTenbHOro kaHana Ha mapupytmusatope Central HacTpoeH ¢ nHkancynsaumen

PPP.

Yrto r|p0|/|30|7|/:|,eT, ecnn nHKancynauusa PPP HaCTpoOeHa Ha 000oMX KOoHLUAax nocrieaoBaTenbHOro kaHana?

i. Beegute komaHgy undebug all (vnn u all) Ha mapwpyTmnsatopax «Punman 1» n «MnaeBHbINY
N OTKITKOYMTE BCHO OTMagKy Ha 06onx MapLupyTM3aTopax.

j.  TNMocne cTtabunusauum cetn BoinonHMTe komaHay show ip interface brief Ha mapLlpyTmsaTopax «dunuman
1» 1 «NaBHbIN». YKaxuTe cocTosiHue uHtepdenca S0/0/0 Ha obonx mapLupyTM3aTopax.

k. Y6egutecb, 4to nHtepdenc S0/0/0 kak Ha mapLupyTudatope «dunman 1», Tak U Ha MapLupyTu3artope
«[naBHbIV» HAaCTPOEH Ha MHkancynaumo PPP.

Hwxe 3anuwmnte komaHay Ans NpoBepku uHkancynsaummn PPP.

[.  VHkancynsuumio B nocnefoBatenbHOM MHTepdence Ang CBSA3M Mexay Mapuipytusatopamn «lnaeBHbIi» n
«dununan 3» nameHnTe Ha nHkancynauuo PPP.

Central (config)# interface s0/0/1
Central (config-if)# encapsulation ppp
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m.

Central (config-if) #

Jun 20 03:17:15.933: %0SPF-5-ADJCHG: Process 1, Nbr 192.168.3.1 on Serial0/0/1 from
FULL to DOWN, Neighbor Down: Interface down or detached

Jun 20 03:17:17.933: SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1,
changed state to down

Jun 20 03:17:23.741: $LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1,
changed state to up

Jun 20 03:17:23.825: $0SPF-5-ADJCHG: Process 1, Nbr 192.168.3.1 on Serial0/0/1 from
LOADING to FULL, Loading Done

Branch3 (config) # interface s0/0/1
Branch3 (config-if) # encapsulation ppp
Branch3 (config-if) #

Jun 20 03:17:21.744: $OSPF-5-ADJCHG: Process 1, Nbr 209.165.200.225 on Serial0/0/1
from FULL to DOWN, Neighbor Down: Interface down or detached

Jun 20 03:17:21.948: $SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1,
changed state to down

.Jun 20 03:17:21.964: $LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1,
changed state to up

.Jun 20 03:17:23.812: %0OSPF-5-ADJCHG: Process 1, Nbr 209.165.200.225 on Serial0/0/1
from LOADING to FULL, Loading Done

Mepen nepexonom Kk yactu 3 y6ep,v|Ter B TOM, 4YTO CKBO3HOE coeanHeHne BOCCTaHOBI1EHO.

Yactb 3: Hactpomnka ayteHtudumkaummn CHAP PPP

LWar 1:

Y6epnutechb, 4To MHKancynsauus PPP HacTpoeHa Ha Bcex nocneaoBaTtesibHbIX
MHTepdencax.

3anuwnte kKoMaHabl, ncnorb3dyemMble AnNA noaTBepXaeHmnd Toro, YHTo HactpoeHa MHKancynAauna PPP.

War 2: HacTtpounTe ayteHTUcbnkaumro CHAP PPP ana kaHana mexay mapLipyTtM3aTtopom

«naBHbIN» N MapwpyTusatopom «dPununan 3».

Hactpowite nmsa nonb3osatensa anga ayteHtudpukaummn CHAP.
Central (config) # username Branch3 password cisco

Branch3(config) # username Central password cisco

BbinonHute komaHabl debug ppp Ha mapupyTtmnsatope «dunuan 3» gns HabnogeHns 3a NpoLeccom,
KOTOPbIN CBSA3aH C ayTeHTUdMKaumnen.

Branch3# debug ppp negotiation

PPP protocol negotiation debugging is on

Branch3# debug ppp packet

PPP packet display debugging is on

Hactpowite nHtepderic S0/0/1 Ha mapwpyTtusatope «dunman 3» ans ayreHtndpukaumm CHAP.

Branch3 (config) # interface s0/0/1
Branch3 (config-if) # ppp authentication chap

Usyunte coobienns komaHabl debug PPP Ha mapwpyTtusartope «dunuvan 3», BblgaBaeMble BO BpeMs
corrnacoBaHns ¢ MapLIpyTU3aTopoM «[ MaBHbIN .
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.Jun
.Jun
.Jun
.Jun
.Jun
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.Jun
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.Jun
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.Jun
.Jun
.Jun
.Jun

.Jun

ch3 (config-if)#

20 04:25:02.079: Se0/0/1 PPP D
20 04:25:02.079: PPP: NET STOP
20 04:25:02.079: Se0/0/1 IPCP:
20 04:25:02.079: Se0/0/1 IPCP:
20 04:25:02.079: Se0/0/1 CDPCP:
20 04:25:02.079: Se0/0/1 CDPCP:
20 04:25:02.079: Se0/0/1 LCP:
20 04:25:02.079:

ged state to down

20 04:25:02.079: Se0/0/1 PPP:

20 04:25:02.079: Se0/0/1 PPP:
20 04:25:02.079: Se0/0/1 Dele
2.2
20 04:25:02.079: Se0/0/1 IPCP:
20 04:25:02.079:
FULL to DOWN, Neighbor Down:
20 04:25:02.083: PPP: Alloc C
20 04:25:02.083: ppp73 PPP:
20 04:25:02.083: Se0/0/1 PPP:
20 04:25:02.083: Se0/0/1 PPP:
20 04:25:02.083: Se0/0/1 PPP:
HEIE OIyIIEHB>
20 04:25:02.091: Se0/0/1 PPP:
20 04:25:02.091: Se0/0/1 LCP:
20 04:25:02.091: Se0/0/1 LCP:
20 04:25:02.091: Se0/0/1 LCP:
20 04:25:02.091: Se0/0/1 LCP:
20 04:25:02.123: Se0/0/1 PPP:
20 04:25:02.123: Se0/0/1 CHAP:
20 04:25:02.123: Se0/0/1 LCP:
20 04:25:02.127: Se0/0/1 PPP:
20 04:25:02.127: Se0/0/1 CHAP:
20 04:25:02.127: Se0/0/1 PPP:
20 04:25:02.127: Se0/0/1 PPP:
20 04:25:02.127: Se0/0/1 PPP:
20 04:25:02.127: Se0/0/1 PPP:
20 04:25:02.127: Se0/0/1 IPCP
20 04:25:02.127: Se0/0/1 IPCP:
20 04:25:02.127: Se0/0/1 IPCP:
20 04:25:02.127: Se0/0/1 PPP:
20 04:25:02.135: Se0/0/1 PPP:
20 04:25:02.135: Se0/0/1 CHAP:
20 04:25:02.135: S$SLINEPROTO-5
ged state to up
20 04:25:02.135: Se0/0/1 PPP:
20 04:25:02.135: Se0/0/1 PPP:
20 04:25:02.135: Se0/0/1 IPCP:
20 04:25:02.135: Se0/0/1 IPCP:
20 04:25:02.135: Se0/0/1 IPCP:

Event [DOWN]
$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1,

%$OSPF-5-ADJCHG: Process 1,

ISC: Authentication configuration changed
send to AAA.
Event [DOWN]
Event [CLOSE]
Event [DOWN]
Event [CLOSE]

State[Open to Starting]
State[Starting to Initial]
State[Open to Starting]
State[Starting to Initial]
State[Open to Starting]

Outbound cdp packet dropped, NCP not negotiated

Phase is DOWN

ted neighbor route from AVL tree: topoid O,

Remove route to 10.2.2.2

Interface down or detached

ontext [29F4DA8C]

Phase is ESTABLISHING

Using default call direction
Treating connection as a dedicated line
Session handle[2700004D] Session id[73]

I pkt type 0xC021, datagramsize 19 link[ppp]
I CONFACK [ACKsent] id 1 len 15

AuthProto CHAP (0x0305C22305)

MagicNumber O0xF7B20F10 (0x0506F7B20F10)
Event [Receive ConfAck] State[ACKsent to Open]
Phase is AUTHENTICATING, by this end

O CHALLENGE id 1 len 28 from "Branch3"

State is Open

I pkt type 0xC223,
I RESPONSE id 1 len 28 from
Phase is FORWARDING,
Phase is AUTHENTICATING,
Sent CHAP LOGIN Request
Received LOGIN Response PASS
: Authorizing CP

CP stalled on event[Authorize CP]
CP unstall
Phase is FORWARDING,
Phase is AUTHENTICATING, Authenticated User
O SUCCESS id 1 len 4
-UPDOWN: Line protocol on Interface Serial0/0/1,

datagramsize 32 link[ppp]
"Central"
Attempting Forward

Unauthenticated User

Attempting Forward

Outbound cdp packet dropped,
Phase is UP
Protocol configured, start CP. state[Initial]
Event [OPEN] State[Initial to Starting]
O CONFREQ [Starting] id 1 len 10
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<JlaHHBIE OIlYyUEHB>

.Jun 20 04:25:02.143: Se0/0/1 CDPCP: I CONFACK [ACKsent] id 1 len 4

.Jun 20 04:25:02.143: Se0/0/1 CDPCP: Event[Receive ConfAck] State[ACKsent to Open]
.Jun 20 04:25:02.155: Se0/0/1 IPCP: State is Open

.Jun 20 04:25:02.155: Se0/0/1 CDPCP: State is Open

.Jun 20 04:25:02.155: Se0/0/1 Added to neighbor route AVL tree: topoid 0, address
10.2.2.2

.Jun 20 04:25:02.155: Se0/0/1 IPCP: Install route to 10.2.2.2

.Jun 20 04:25:02.155: Se0/0/1 PPP: O pkt type 0x0021, datagramsize 80

.Jun 20 04:25:02.155: Se0/0/1 PPP: I pkt type 0x0021, datagramsize 80 link[ip]
.Jun 20 04:25:02.155: Se0/0/1 PPP: O pkt type 0x0021, datagramsize 84

.Jun 20 04:25:02.167: Se0/0/1 PPP: I pkt type 0x0021, datagramsize 84 link[ip]
.Jun 20 04:25:02.167: Se0/0/1 PPP: O pkt type 0x0021, datagramsize 68

.Jun 20 04:25:02.171: Se0/0/1 PPP: I pkt type 0x0021, datagramsize 68 link[ip]
.Jun 20 04:25:02.171: Se0/0/1 PPP: O pkt type 0x0021, datagramsize 148

.Jun 20 04:25:02.191: Se0/0/1 PPP: I pkt type 0x0021, datagramsize 148 link[ip]
.Jun 20 04:25:02.191: %0OSPF-5-ADJCHG: Process 1, Nbr 209.165.200.225 on Serial0/0/1
from LOADING to FULL, Loading Done

.Jun 20 04:25:02.191: Se0/0/1 PPP: O pkt type 0x0021, datagramsize 68

.Jun 20 04:25:02.571: Se0/0/1 PPP: O pkt type 0x0021, datagramsize 80

.Jun 20 04:25:03.155: Se0/0/1 PPP: I pkt type 0x0207, datagramsize 333 link[cdp]
.Jun 20 04:25:03.155: Se0/0/1 PPP: O pkt type 0x0207, datagramsize 339

.Jun 20 04:25:04.155: Se0/0/1 PPP: O pkt type 0x0207, datagramsize 339

OcHoBbIBasicb Ha coobLleHnsx komaHabl debug ana PPP, ykaxuTe, kakMe aTanbl NpoxoanT
mMapLpyTmnsaTtop «dunuan 3», npexae Yem OyaeT ycTaHOBMNEHa CBA3b C MapLUPYTU3aTopoM « [ NTaBHbINY .

e. Beegute komaHay debug ppp authentication ons HabntogeHust 3a coobLLeHUAMN ayTeHTUUKaLum
CHAP Ha mapwpyTtusatope Central.

Central# debug ppp authentication

PPP authentication debugging is on

f. Hacrtponte ayteHTMdumkaunto CHAP Ha nHtepderice S0/0/1 Ha mappyTmsaTope «[MaBHbIN».

g. Habniogante 3a coobLieHnsmn komaHg debug PPP, oTHocawmxcs k ayteHTudmkaummn CHAP Ha
MapLupyTmnsatope «l faBHbINY.

Central (config-if) #

.Jun 20 05:05:16.057: $LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1,
changed state to down

.Jun 20 05:05:16.061: $OSPF-5-ADJCHG: Process 1, Nbr 192.168.3.1 on Serial0/0/1 from
FULL to DOWN, Neighbor Down: Interface down or detached

.Jun 20 05:05:16.061: Se0/0/1 PPP: Using default call direction

.Jun 20 05:05:16.061: Se0/0/1 PPP: Treating connection as a dedicated line

.Jun 20 05:05:16.061: Se0/0/1 PPP: Session handle[12000078] Session id[112]

.Jun 20 05:05:16.081: Se0/0/1 CHAP: O CHALLENGE id 1 len 28 from "Central"

.Jun 20 05:05:16.089: Se0/0/1 CHAP: I CHALLENGE id 1 len 28 from "Branch3"

.Jun 20 05:05:16.089: Se0/0/1 PPP: Sent CHAP SENDAUTH Request

.Jun 20 05:05:16.089: Se0/0/1 PPP: Received SENDAUTH Response PASS

.Jun 20 05:05:16.089: Se0/0/1 CHAP: Using hostname from configured hostname

.Jun 20 05:05:16.089: Se0/0/1 CHAP: Using password from AAA
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.Jun 20 05:05:16.089: Se0/0/1 CHAP: O RESPONSE id 1 len 28 from "Central"
.Jun 20 05:05:16.093: Se0/0/1 CHAP: I RESPONSE id 1 len 28 from "Branch3"
.Jun 20 05:05:16.093: Se0/0/1 PPP: Sent CHAP LOGIN Request

.Jun 20 05:05:16.093: Se0/0/1 PPP: Received LOGIN Response PASS

.Jun 20 05:05:16.093: Se0/0/1 CHAP: O SUCCESS id 1 len 4

.Jun 20 05:05:16.097: Se0/0/1 CHAP: I SUCCESS id 1 len 4

.Jun 20 05:05:16.097: $LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1,
changed state to up

.Jun 20 05:05:16.165: %0OSPF-5-ADJCHG: Process 1, Nbr 192.168.3.1 on Serial0/0/1 from
LOADING to FULL, Loading Done

h. Beeagute komaHgy undebug all (vnm u all) Ha mapwpyTmnsatopax «lnaBHbIi» 1 «Punuan 3»
N OTKMIOYMTE BCHO OTNAaKYy.

Central# undebug all
All possible debugging has been turned off

War 3: HamepeHHO pa3opBuTe nocrieaoBaTefibHbIN KaHar, HACTPOEHHbIN C UCMONb30BaHNEM
ayTeHTUdUKaALNK.

a. Ha mapuwpytnsatope «[maBHbIN» HAacTponTe MMS NOMNb3oBaTeNs As UCnonb3oBaHus ¢ «dunuan 1».
HasHaubTe cisco B kayecTBe napons.

Central (config) # username Branchl password cisco

b. Ha mapwpyTtnsatopax «masHbii» n «dunuan 1» Hactponte ayteHTndpukaumo CHAP Ha nntepdeice
S0/0/0. YTto npoucxoamT ¢ nHtepdericom?

MpumeyvaHune. [1na yckopeHus npouecca BbiKNoYNTe NHTEPAENC U CHOBA €ro BKITHOYMTE.
c. [na nccnemoBaHusi BO3HUKLLENO nNpolecca ncnonb3ynte komaHgy debug ppp negotiation.

Central# debug ppp negotiation

PPP protocol negotiation debugging is on

Central (config-if) #

.Jun 20 05:25:26.229: Se0/0/0 PPP: Missed a Link-Up transition, starting PPP
.Jun 20 05:25:26.229: Se0/0/0 PPP: Processing FastStart message

.Jun 20 05:25:26.229: PPP: Alloc Context [29F9F32C]

.Jun 20 05:25:26.229: pppl45 PPP: Phase is ESTABLISHING

.Jun 20 05:25:26.229: Se0/0/0 PPP: Using default call direction

.Jun 20 05:25:26.229: Se0/0/0 PPP: Treating connection as a dedicated line
.Jun 20 05:25:26.229: Se0/0/0 PPP: Session handle[6000009C] Session 1d[145]
.Jun 20 05:25:26.229: Se0/0/0 LCP: Event[OPEN] State[Initial to Starting]
.Jun 20 05:25:26.229: Se0/0/0 LCP: O CONFREQ [Starting] id 1 len 15

.Jun 20 05:25:26.229: Se0/0/0 LCP: AuthProto CHAP (0x0305C22305)

.Jun 20 05:25:26.229: Se0/0/0 LCP: MagicNumber 0x74385C31 (0x050674385C31)
.Jun 20 05:25:26.229: Se0/0/0 LCP: Event[UP] State[Starting to REQsent]

.Jun 20 05:25:26.229: Se0/0/0 LCP: I CONFREQ [REQsent] id 1 len 10

.Jun 20 05:25:26.229: Se0/0/0 LCP: MagicNumber 0x8D920101 (0x05068D920101)
.Jun 20 05:25:26.229: Se0/0/0 LCP: O CONFACK [REQsent] id 1 len 10
.Jun 20 05:25:26.229: Se0/0/0 LCP: MagicNumber 0x8D920101 (0x05068D920101)

.Jun 20 05:25:26.229: Se0/0/0 LCP: Event[Receive ConfReg+] State[REQsent to ACKsent]
.Jun 20 05:25:26.233: Se0/0/0 LCP: I CONFACK [ACKsent] id 1 len 15
.Jun 20 05:25:26.233: Se0/0/0 LCP: AuthProto CHAP (0x0305C22305)
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.Jun 20 05:25:26.233: Se0/0/0 LCP: MagicNumber 0x74385C31 (0x050674385C31)
.Jun 20 05:25:26.233: Se0/0/0 LCP: Event[Receive ConfAck] State[ACKsent to Open]
.Jun 20 05:25:26.261: Se0/0/0 PPP: Phase is AUTHENTICATING, by this end

.Jun 20 05:25:26.261: Se0/0/0 CHAP: O CHALLENGE id 1 len 28 from "Central"

.Jun 20 05:25:26.261: Se0/0/0 LCP: State is Open

.Jun 20 05:25:26.265: Se0/0/0 LCP: I TERMREQ [Open] id 2 len 4

.Jun 20 05:25:26.265: Se0/0/0 PPP DISC: Received LCP TERMREQ from peer

.Jun 20 05:25:26.265: PPP: NET STOP send to AAA.

.Jun 20 05:25:26.265: Se0/0/0 PPP: Phase is TERMINATING

.Jun 20 05:25:26.265: Se0/0/0 LCP: O TERMACK [Open] id 2 len 4

.Jun 20 05:25:26.265: Se0/0/0 LCP: Event[Receive TermReq] State[Open to Stopping]
.Jun 20 05:25:26.265: Se0/0/0 PPP: Sending cstate DOWN notification

.Jun 20 05:25:26.265: Se0/0/0 PPP: Processing CstateDown message

.Jun 20 05:25:26.265: Se0/0/0 LCP: Event[CLOSE] State[Stopping to Closing]

.Jun 20 05:25:26.265: Se0/0/0 LCP: Event[DOWN] State[Closing to Initial]

.Jun 20 05:25:26.265: Se0/0/0 PPP: Phase is DOWN

Ob6bsicHUTE, YTO NPUBOAUT K OKOHYaTEesIbHOMY 3aBepLUEHNIO KaHana. 3anuwmnte HUxe KOMaHAy,
BbIMOJIHEHHYIO A4 YCTPaHEeHUA Henonaakn.

d. Beegute komaHgy undebug all Ha Bcex mapLupyTM3aTopax, YToObl OTKIUYNTL OTNAaaKy.

e. [lpoBepbTe CBSA3b MeXAY KOHEYHLIMW YCTPONCTBAMM.

Bonpocbl Ha 3akpenneHue

1. KakoBbl NpM3HaKM TOro, YTO Ha KaHare nocreaoBaTenbHON CBS3M HAaCTPOeHa HECOOTBETCTRYOLLAS
WHKancynauma?

2. KakoBbl Mpu3HaKM TOro, YTO Ha KaHare nocrneaoBaTeNlbHON CBA3M HACTPOEHa HECOOTBETCTBYHLLASNA
ayTeHTudukaums?
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CBopgHas Tabnuua nHTepdencoB mapLupyTM3aTOpoOB

CBogHasa uHdopmaumsa o6 nHTepdencax MmapLupyTM3aTopoB

Mopenb UHTepdenc UHTepdenc MocnepoBatenbHbIN | NMocnegoBaTenbHbIN
MapLupyTusatopa Ethernet Ne 1 Ethernet Ne 2 nHTepdenc Ne 1 mHTepdenc Ne 2
1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

1900 Gigabit Ethernet Gigabit Ethernet Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
0/0 (G0/0) 0/1 (G0/1)

2801 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1)
(FO/0) (FO/1)

2811 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

2900 Gigabit Ethernet Gigabit Ethernet Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
0/0 (G0/0) 0/1 (G0/1)

MpumeyaHue. YTobbl y3HaTL, Kakum 06pa3oM HaCTPOEH MapLUPYTU3aTop, U3y4mTe MHTePdENCH C LIENbio
onpegeneHna Tuna MapLipyTunsartopa u Konmy4ecTsa MMEKLLMXCA Ha HEM MHTepdencoB. QpHEKTUBHOro
crnocoba nepedncrieHms BCexX COMETaHNM HACTPOEK OIS KaKOoro Knacca MapLupyTu3aTopoB He CyLLLECTBYET.

B paHHol Tabnuue coagepxatcsa naeHTndukaTopbl BO3MOXHBLIX codeTaHni Ethernet u nocnegoBaTensHbIx
(Serial) nHTepdbelicoB B ycTponcTee. B Tabnmuy He BKNMOYEHbI Kakne-nnbo nHble TUMnbl MHTEPKENCOB, AaXe ecnm
Ha onpefenéHHoOM MapLUpyTu3aTope OHM NPUCYTCTBYIOT. B KauecTBe npumMepa MOXHO NpuBeCTU UHTepdenc
ISDN BRI. Ctpoka B ckobkax — 3TO NPUHATOE COKpaLleHUe, KOTOPOE MOXHO UCnonb3oBaTh B komaHgax Cisco

I0S anga npencraenexHus nHTepderica.
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